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Abstract

APIs are increasingly becoming new business assets for organizations and consequently, API functionality and its
pricing should be precisely defined for customers. Pricing is typically composed by different plans that specify a range of
limitations, e.g., a Free plan allows 100 monthly requests while a Gold plan has 10000 requests per month. In this context,
the OpenAPT Specification (OAS) has emerged to model the functional part of an API, becoming a de facto industry
standard and boosting a rich ecosystem of vendor-neutral tools to assist API providers and consumers. In contrast,
there is no proposal for modeling API pricings (i.e. their plans and limitations) and this lack hinders the creation of
tools that can leverage this information. To deal with this gap, this paper presents a pricing modeling framework that
includes: (a) Pricing4APIs model, a comprehensive and rigorous model of API pricings, along SLA/OAI a serialization
that extends OAS; (b) an operation to validate the description of API pricings, with a toolset (slajoai-analyzer) that has
been developed to automate this operation. Additionally, we analyzed 268 real-world APIs to assess the expressiveness

of our proposal and created a representative dataset of 54 pricing models to validate our framework.
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1. Introduction

Today, APIs are regarded as a new form of business
product, and ever more organizations are publicly open-
ing up access to their APIs as a way to create new busi-
ness opportunities in this so-called API Economy. Indeed,
this trend has been given a boost by the shift towards
microservice architectures as the preferred choice for the
construction of cloud-native Software as a Service. Since
these architectures typically promote the deployment and
integration of components (i.e., microservices) by means
of RESTful Web APIs (henceforth, for the sake of sim-
plicity, APIs), they pave the way for easy connection to
external APIs (as service consumers) or opening up in-
ternal APIs to the market (as service providers). More-
over, in recent years, a successful effort has been made
for standardization, the Open API Speciﬁcatiorﬂ (OAS)
which was aimed at describing the functional part of APIs
(i.e., the available resources and operations). This de-facto
standard has led to the creation of a rich open ecosystem of
tools and techniques to help in the development and evo-
lution of APIs and microservice architectures proposed by
Academia (such as [I] or [2]) or in extensive tool catalogs in
the Industry (such as the https://openapi.tools/ with
over 350 tools listed).
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In this context, from a non-functional perspective, defin-
ing business models and plans with API limitations, such
as quotas or rates, has become crucial for the regulation of
the behavior expected from all participants and for a guar-
antee of a certain service level. For instance, a premium-
tier Google Maps API user might expect a higher request
rate, let us say 300 requests per second (req/s), compared
to a basic-tier user limited to, say, 50 req/s. However,
information on API limitations is neither structured nor
standardized, as shown in [3]. As a consequence, the
ecosystem of tools cannot benefit from this information to
support the process of developing, consuming, or operating
APIs in tasks such as:

o Estimated Capacity Analysis: it becomes paramount
to accurately estimate the capacity of an API given
its limitations. For instance, a developer or an API
provider might want to calculate the maximum num-
ber of requests that can be made within a certain
time frame given the API’s tiered limitations. Know-
ing this capacity helps in proper planning the infras-
tructure allocation for the API providers and can
also serve as an insightful metric for potential API
consumers who evaluate different plansf4].

¢ Limitation-Aware Testing: testing plays a pivotal
role in ensuring the reliability and performance of
an API. However, testing needs to be done keeping
in mind the limitations set for each API tier. For ex-
ample, one might need to simulate a real-world sce-
nario where multiple mock consumers try to access
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the API simultaneously, to verify if the set limita-
tions are truly upheld, ensuring fair service distribu-
tion among consumers.

e Automated Throttling Management: with the risk
of overloading an API, there is a need for automated
systems that can monitor and control the flow of
requests to ensure compliance with set limitations.
Throttling mechanisms, when efficiently managed,
can act proactively to prevent any breaches of the
contract, for example, by slowing down request ac-
ceptance once a certain threshold is approached.

o Configuration of API Gateways/Proxies: API gate-
ways and proxies play an instrumental role in manag-
ing, monitoring, and securing API calls. They often
need to be correctly configured to impose the right
limitations based on the API consumer’s tier or API
key. Misconfigurations can lead to service breaches,
unauthorized access, or even denial of service. Hav-
ing a structured and standardized way to represent
these limitations can significantly ease the gateway
or proxy configuration process, ensuring adherence
to the promised service levels.

In order to deal with this gap, the objectives of the
present study are the following: (i) to model with rigour
the concept of limitation in the context of a RESTful Web
APIs, and to study its validity properties; (ii) to provide
a specific serialization of the model aligned with the cur-
rent de facto OpenAPI Specification (OAS) standard to
boost the ecosystem of tools; (iii) to analyze of the expres-
siveness of the model based on a systematic modeling of
real APIs; (iv) to define a validity operation for validating
the description of API limitations; and (v) to present a
prototyping tool to automate the validation analysis.

The rest of this paper is structured as follows: Section 2]
presents the motivation behind our proposal by discussing
a real scenario, and introduces the vocabulary used in the
industry; Section [3] sets out a pricing model and a corre-
sponding OAS-aligned serialization; Section [ presents a
validity operation; in Section [5| we validate the expressive-
ness of our model by reviewing 268 APIs in the industry
to define a representative subset of 54 APIs that is mod-
eled and analysed with our model, and we describe the
tools developed to automate the analysis operation; Sec-
tion [6] describes related work; and Section [7] and Section
present some conclusions and final remarks.

2. Pricing in the API Economy

In the API Economy world, API providers have to
make sufficient information available for the consumer to
get informed about their products. This includes infor-
mation regarding the API itself (endpoints and methods),
the plans that a user can subscribe to, and the associated
cost. A plan includes information regarding the API’s lim-
itations (quotas and rates) for each of its resources.

All this information is typically found in a section called
pricing; consequently, we shall henceforth consider a pric-
ing to be a set of plans having an associated cost.

In order to illustrate these concepts, we present a real
example: the FullContact API — a tool for managing and
combining contacts from different sources (Gmail, social
media, etc.). The API allows users to programmatically
look up information and to match email addresses with
publicly available information so as to enrich the contacts.
Figure[I]depicts the pricing extracted from the FullContact

[5] APL

$99

$99/mo Starter Plan

Person API Matches
6000 + $.006 overage

Company API Matches
2400 + $.006 overage

Company API Key People Queries
250

Name/Location/Stats API
15000 each + $.001

Card Reader
25 cards + $0.15 overage

Rate Limit
300 queries/min
Basic Contract Information

Licensed for Business Use

Select Plan

$199

$199/mo Basic Plan

Person APl Matches
15000 + $.006 overage

Company API Matches
6000 + $.006 overage

Company API Key People Queries
250

Name/Location/Stats API
50000 each + $.001

Card Reader
25 cards + $0.15 overage

Rate Limit
300 queries/min
Basic Contract Information

Licensed for Business Use

Select Plan

Figure 1: Plans of the FullContact API.

This pricing example consists of two paid plans having
a fixed cost billed monthly. With respect to the limita-
tions, for each operation, a quota is applied. For example,
in the Starter plan, only 6000 matches on Person are avail-
able. Nevertheless, an overage is defined, i.e., it is possible
to surpass the limit by paying a certain amount of money,
in this case, $0.006 per request. Regardless of the plan, a
common rate of 300 queries per minute is applied.

In this context, several analytical challenges can arise
since the API providers need to understand the plans in
depth before taking further action. In particular, they
should verify the validity of their plans (i.e., that there is
nothing inconsistent).

Those challenges correspond to common questions on
the API’s pricing and plans that could be answered auto-
matically with an appropriate model and analytical frame-
work providing different analysis operations. The follow-
ing two sections will detail the proposed model (Section
and the definition of a validity operation (Section [4)).

3. Pricing Model

In this section, we first present the Pricing4 APIs model
(Section , then introduce SLA40AI (Section , a

specific textual serialization compatible with the OpenAPI



Specification. Both sections will use the FullContact pric-
ing described above as a running example.

3.1. The Pricing4APIs Model

As a high-level overview, the Pricing4APIs model al-
lows to define a set of plans with its associated cost; for
each plan, a set of limitations (i.e. quotas and rates)
over the potential API operations can be defined. In the
context of the RESTful paradigm, those operations are
bounded to an HTTP path and method.

Figure [2] depicts the entire Pricing/APIs model. For
the sake of clarity, we have split it into three areas: (i) the
dark gray area, pricing, plans and cost; (ii) the unshaded
area, limitations and limits; and (iii) and the light gray
area, capacity. In the following subsections, we will detail
each part of the model with examples extracted from the
FullContact API in Figure [I} considering each part: the
plan area (Subsection [3.1.1]), the limitations area (Subsec-

tion [3.1.2), and the capacity area (Subsection [3.1.3)).

3.1.1. Pricing, Plans, and Cost

As depicted in the model (dark grey area in Figure, a
Pricing consists of a set of Plans. A Plan has a name and
a Cost that defines the price charged to users so that they
can access the service. In our example, the FullContact
API has two plans: a Starter and a Basic Plan.

The Cost may be very simple (e.g., assign a constant
price to the Plan, such as 399 or $199 in our example)
or may depend on other properties. In this latter case,
when the cost depends on a Limitation, we distinguish
two costs: OperationCost, when an Operation is being
charged for each time it is invoked; and OverageCost,
when once a certain value of the Limitation has been
reached (cf. Subsection , there start to be imposed
charges per volume.

Either type of Cost can be periodic, defining a Period
with an amount and a TimeUnit. In our example, the
Cost of the Starter Plan is $99 billed monthly, i.e., it has
a Period with value 1 of the TimeUnit MONTH.

An OperationCost is frequent in pay-as-you-go pay-
ment models in which there is no monthly fixed Cost and
the API consumer is only charged for, given a requests
Metric, the number of requests. In the model, this cost
is associated with the operation by means of the Limi-
tation. For example, a service might offer a Plan A in
which each request can be charged at $0.10 (volume: 1)
and a Plan B where each pack of 1000 requests (volume:
1000) is charged at $75. Depending on the client’s needs,
they might prefer Plan A or Plan B.

An OverageCost is usual when providers do not want
to cut off the service once a Limitation has been reached
but want to continue providing it at a certain charge.
Our example defines an overage when the quota values
are reached: each additional match after 6000 monthly
matches is charged at $0.006.

3.1.2. Limitations and Limits

As depicted in the model (unshaded area in Figure ,
in order to carry out this regulation of the consumption of
an API, each Operation in a Plan can be subject to Lim—
itations on a Metric. The most frequent type of Limi-
tation is the ThresholdedLimitation which establishes
one or more ThresholdLimits on the number of Metric
units in a Period. The ThresholdType is usually MAX
(i.e., the ThresholdLimit would therefore represent the
mazimum number of Metric units allowed). In defining
their Pricing, Limitations allow providers to adjust the
APT’s consumption to the platform’s total Capacity (cf.
Subsection .

An Operation is defined by the pair formed by HTTP
method and path. For example, GET /contacts would
represent the query operation on a collection of user-type
objects. A common example of a Metric is the number of
requests. Nevertheless, other metrics can be defined such
as storage, bandwidth or CPU consumption. Two Metrics
can have a relationship that can be explicitly set in or-
der to be taken into account in the plan validation; as an
example, we can think in a escenario where each request
to the API consumes 2KB of bandwith, consequently the
MetricRelationship between the Metrics number of re-
quests (adimensional) and bandwith per request (measured
in KB) would be 2.

Depending on the algorithm used to update the Lim-
itations Metric, we identify two types of Threshold-
edLimit: on the one hand, the ThresholdedLimit is clas-
sified as Quota if the computation of the number of metric
units is done over a static window, i.e., in a fized time
window. For example, a one-week static window might be
such that it always starts on Monday at 00:00 and ends
on Sunday at 23:59, regardless of when the first metric
unit is computed. On the other hand, if the time window
is sliding, i.e., relative to the first metric unit computed,
the ThresholdedLimit is classified as Rate. For example,
in a one-week sliding window, if the first metric unit were
computed on Wednesday at 15:36:39, that window would
close on the following Wednesday at 15:36:38.

Figure[3]illustrates graphically the differences between
sliding and static windows in a hypothetical scenario for
the Metric of number of requests (i.e., each gray box in
the figure represents a request over the API Operation in-
volved in the Limitation). Considering the instant ¢ when
the last request was made, the analysis of the situation is
twofold: (i) inspecting 1 second back, i.e., a 1-second slid-
ing window, there exist 4 occurrences; (ii) observing only
the 1-second static window elapsed from 0Os to 1s and from
1s to t, there only exist two occurrences. In short, depend-
ing on whether a sliding (rate) or a static (quota) window
is chosen, the observed occurrences may differ.

In such an example, if we want to prevent our users
from making more than 4 requests per second, there are
two different alternatives: a 1-second sliding time window
with a limit of 4 requests, that opens after the first re-
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Figure 3: Sliding (rates) vs static (quotas) windows.

quest and prevents more than 4 from being made during
that second; or a 1-second static window with a limit of
2 requests, that could concentrate the first two requests
at the end of the first second and the other two at the
beginning of the next one.

In the industry, the usage of this types of Threshold-
edLimit, tend to follow patterns [3]. Specifically, Quotas
tend to be defined over all sort of Metric and are mea-
sured in periods longer than an hour (e.g., daily, weekly,
monthly or yearly), while Rates tend to be defined over
the specific Metric of number of requests and are mea-
sured in shorter periods (e.g., secondly or minutely). Un-
fortunately, in most cases, the type of ThresholdLimit is
not explicitly defined in the documentation and API con-
sumers should determine the type by manually testing the
APIL.

In our FullContact example, the Starter plan has one
Rate (300 requests in a 1-minute sliding window) and four
different Quotas (e.g. 6000 matches in a 1-month static
window).

The model distinguishes two concepts: Threshold-
edLimitation and ThresholdedLimit. A Threshold-
edLimitation over a certain metric and operation estab-
lishes a fraction of the overall Capacity of the service.
A ThresholdedLimitation, however, can be expressed in
various ways, one of which is by defining a set of Thresh-
oldedLimits that, within a time period, restrict the per-
centage of Capacity that consumers are allowed to use.
For example, a ThresholdedLimitation on a certain op-
eration can be defined as a set of ThresholdedLimits as
follows: 30 requests every 1 week and 1 request every 1
second. We can find other alternatives to a set of Thresh-
oldedLimits to express a Limitation and, consequently,
we leave an appropriate extension point in the model (rep-
resented by the squared ellipsis "..."); for instance, we could
express a Limitation using frequency distributions [6]: in
this way, percentiles could be used to define the form of
the distribution and its different attributes. In such an ex-
ample, a percentile such as 99.0 or 99.9 would represent a
plausible value in the worst case, while the 50th percentile
would emphasize the typical case. In this paper, however,
we will focus only on ThresholdedLimits as they are the
most prominent ones found in the industry.

3.1.3. Capacity

Finally, a crucial aspect that is not explicitly depicted
in a pricing or a plan is the Capacity. This is an internal
aspect that providers do not put out publicly. The Capac-
ity of the service represents a subset of the constraints of
the platform or system on which the service is being de-
ployed. It is the result of having to satisfy mainly techni-



cal and budget criteria (e.g., CPU or memory, number of
nodes of the cluster, etc.).

Estimating the service’s Capacity is fundamental to
defining the Pricing and analyzing the Limitations. In
particular, all the Limitations ought to be satisfied by the
service, i.e., they must not exceed the service’s Capacity.

As depicted in the model (light grey in Figure , once
the Capacity has been identified, it is specified as if it were
a Limitation, i.e., the number of certain Metric units
in a given Period. Therefore, analogously to the Limi-
tation, the ThresholdedCapacity has a threshold value
and a ThresholdType (usually MAX) in a given Period
of a TimeUnit.

A possible way to express the Capacity on the metric
request is the number of requests per second (RPS) for each
operation and plan. For example, a capacity of 10000
RPS in GET /contacts in the free plan would mean that
the entire set of free-plan users will be able to make 10 000
RPS. The Capacity can be different for each plan since
different infrastructures may be used to provide a better
level of service to the clients.

For example, an organization might have calculated,
based on performance and stress tests, that its production
cluster is able to accept 10000 RPS. Consequently, if a
limitation had been set of 10 requests per second per client,
the theoretical number of concurrent requests would be
10000/10 = 1000 concurrent clients.

A useful instrument when analyzing Limitations is
the percentage of capacity utilization or simply the per-
centage of utilization (PU). Intuitively, this percentage di-
rectly determines whether or not a Limitation can be set
because this will be impossible if the PU is greater than
100%.

The PU will depend on how a consumer consumes the
API. There are two interpretations given a Limitation:
uniform and burst. Therefore, the PU can be calculated
in two different ways. To illustrate this idea, let us con-
sider a ThresholdedLimitation with a single Threshold-
edLimit of 43 200 requests every 1 day:

In a first approximation, an API consumer could as-
sume that, since 1 day is 86 400 seconds, for every second,
they will have 43200/86 400 = 0.5 requests. In this case, it
is assumed a uniform distribution in which, little by little,
the consumer will reach the 43200 requests available in
the day. This scenario corresponds to the minimum PU.
But the ThresholdedLimitation states that for 1 day it
is possible to make 43 200 requests, and in no case does it
prevent the consumer from making all of them in a burst
in the first instant of time. Indeed, in 1 second the con-
sumer could make the whole set of 43200 requests. This
scenario implies a burst distribution, and corresponds to
the mazimum PU.

Consequently, the PU must take both these models into
account, so that we define the bounded PU (BPU) as this
range:

1. The lower bound is the minimum PU, in which a

uniform distribution of utilization over the period is
assumed.

2. The upper bound is the maximum PU, which as-
sumes the utilization of the maximum allowed in a
single burst.

Figure [ illustrates different consumption scenarios for
the same ThresholdedLimitation of 60 requests every 60
seconds.

Os 1s 2s .. 59s 60s O0s 1s 2s .. 29s 30s
1 req/s 60 reg/min 2req/s 60 req/min

Os 1s 2s .. 19s 20s Os 1s 2s 9s 10s
3reqls 60 req/min 6 reg/s 60 reg/min

Figure 4: Examples of different consumption scenarios for the same
ThresholdedLimitation.

In a wuniform consumption, 60 requests in 60 seconds
would be equivalent to 1 request every 1 second. However,
in a burst consumption, 2, 3, 6, or even a maximum of
60 requests could be made in 1 second. Therefore, to cal-
culate the BPU in the limitation of 60 requests every 60
seconds, we should take as a minimum value the uniform
distribution of 1 request per second and as a maximum
value the burst of 60 requests in 1 second in a 1 minute
window.

In this point, it is important to highlight that accu-
rate capacity analysis stands as a cornerstone for ensuring
service reliability and optimal resource utilization in the
ever-evolving landscape of the API Economy. In environ-
ments where providers are catering to a diverse clientele,
each contracting different plans, and thus varying service
levels, the challenges multiply. For instance, consider mul-
tiple consumers, each having different allowances in terms
of requests per second. The provider must not only en-
sure that each consumer gets their entitled service level,
but also needs to manage back-end resources efficiently
to serve everyone without degradation in service quality.
Such intricate balancing acts require a deep understand-
ing of capacity. Capacity misestimations can lead to over-
provisioning, resulting in wasted resources and increased
costs, or underprovisioning, leading to service disruptions
and potential revenue loss. Moreover, in cloud-native envi-
ronments, where elasticity is a prized feature, driving elas-
ticity rules based on accurate capacity analysis becomes
paramount. By knowing the exact capacity and workload
distribution across different service tiers, elasticity rules
can be defined to dynamically scale resources up or down.
This not only ensures a consistent quality of service, re-
gardless of the workload fluctuations of various plan sub-
scribers, but also leads to more efficient and cost-effective



operations. In essence, accurate capacity analysis under-
pins the ability of providers to uphold their service com-
mitments while operating in a resource-optimized manner,
making it a critical aspect of the API service paradigm.

3.2. SLAJOAI: A Serialization for our Model

The Pricing4APIs model can be serialized to be aligned
to a variety of API description specifications. Specifically,
we propose SLA40AI [7, B], an extension of the OpenAPI
Specification (OAS), as it is currently the de facto in-
dustrial standard for describing APIs. Nevertheless, our
model could easily be serialized to other API description
languages (e.g., RAML, API Blueprint, I/O Docs, WSDL
or WADL).

It is important to highlight that, in the course of the
last years, we have led an interest group in the OAI Con-

sortium, to recommend a first simplified version of SLA40AI

E'With the collaboration of 11 companies involving 22 prac-
titioners. In this paper, we extend this simplified version
to create an advanced specification E| that incorporates
a set of key novel features that allow the seralization of
the full Pricingd APIs model: the globbing mechanism and
extended costs models such as overage costs (present in
11.9% of analyzed real-world pricings).

In SLA40AI the original OAS document is extended
with an optional attribute, x-sla, with a URI pointing to
the JSON or YAML document containing the SLA defini-
tion. The SLA40OAI metamodel contains the following ele-
ments: context information, holding the main information
of the SLA context; infrastructure information providing
details about the toolkit used for SLA storage, calcula-
tion, governance, etc.; pricing information regarding the
billing; and a definition of the metrics to be used. The
main part of an SLA40OATI document is the plans section.
This describes different service levels, including the limita-
tions set in the quotas and rates sections. In what follows,
we shall detail some of the fields in a SLA40OAI file. Nev-
ertheless, for a comprehensive description of the syntax,
a JSON Schema document is available[9]. Further infor-
mation is also available in the the specification’s GitHub
page.

As depicted in Listing([T] for the SLA4OAI model, start-
ing with the top-level element, one can describe basic in-
formation about the context, the infrastructure end-
points that implement the Basic SLA Management Ser-
vice [§] (i-e., a protocol as part of the SLA4OAI proposal,
beyond the scope of the present paper), the availability,
the metrics and, inside plans, an entry defining quotas,
rates, and pricing. Note that, in the model, the pricing
of a plan is related to its cost and billing information.

1 context:

2 infrastructure:
3 availability:

4 metrics: ...

%https://github.com/isa-group/SLA40AI-Specification

Shttps://github.com/isa-group/SLA40AI-ResearchSpecification

6

5 plans:

6 MyPlan:

7 pricing: ...
8 quotas:

9 rates:

Listing 1: Main elements in SLA40AI

Specifically, as depicted in Listing [2] the context con-
tains general information, such as the id, the version,
the URL pointing to the api OAS document, the avail-
ability of the document, and the type (this field can be
either plans or instance). The infrastructure contains
the endpoints that implement the Basic SLA Management
Service, i.e., the monitor and supervisor services.

( R
1 context:

2 id: FullContact

3 sla: ’1.0°

4 type: plans

5 api: ./fullcontact-oas.yaml

6 provider: FullContact

7 infrastructure:

8 supervisor: https://...

9 monitor: https://...

10 availability: ’22009-10-09T21:30:00.00Z°

Listing 2: Context, infrastructure and availability details in
SLA40AI

In the metrics field, as depicted in Listing [3] it is
possible to define the metrics that will be used in the lim-
itations, such as the number of requests or the bandwidth
used per request. For each metric, the type, format, unit,
description, and resolution (when the metric will be
resolved, e.g., check or consumption to indicate that it
will be sent before of after its consumption, respectively)
can be defined.

( K N
1 metrics:
2 requests:
3 type: integer
4 format: int64
5 description: Number of requests
6 resolution: consumption
7 matches:
8 type: integer
9 format: int64

10 description: Number of matches
N J

Listing 3: Metric details in SLA40AI

The plans section, as depicted in Listing[d] has the ele-
ments that will describe the plan-specific values — quotas,
rates, and pricing.

In this context, it is important to stress that the plans
section maps the structure in the OAS document so as to
attach the specific limitations (quotas or rates) for each
path and method. In particular, the limitations are de-
scribed with a max value that can be accepted and a pe-
riod with amount and a time unit. Furthermore, the
cost section defines the overage (including the overage
threshold and cost per extra unit) and the operation
(including the volume and the cost per unit) costs.

The SLA40OAI model supports globbing to simplify
pricings where the same limitation applies to multiple paths
and/or methods. The character * can be used as a wild-
card, so that, for example, limitations attached to ’/v3/*’
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apply to all paths starting with ’/v3/...°, but not to
/api/v3/. ... For methods, limitations attached to method
all will apply to all methods. It is worth noting that more
restrictive globbed paths have higher priority than less re-
strictive paths, meaning that if they have limitations for
the same metrics and methods, the limitations in the for-
mer will override the limitations in the latter. For example,
> /v3/operation/*’ has higher priority than ’/v3/*’.

( R
1 plans:

2 Starter:

3 pricing:

4 cost: 99

5 currency: USD

6 period:

7 amount: 1

8 unit: month

9 quotas:

10 ’v3/person.enrich’:

11 post:

12 matches:

13 - max: 6000

14 cost:

15 overage:

16 overage: 1
17 cost: 0.006
18 rates:

19 ’v3/person.enrich’:

20 post:

21 requests:

22 - max: 10

23 period:

24 amount: 1
25 unit: month

Listing 4: Plans details in SLA40AI

4. Analysis

In this section, we propose an analysis framework to
form a ground on which to reason about the pricing model
presented. Consequently, this framework paves the way
to exploiting the information contained in the model, and
has been used to develop a validity analysis operation that
could be useful in a real setting for both consumers and
providers of APIs. As a foundation for the analysis oper-
ations, the first of the following subsections addresses the
cornerstone of the analysis framework — the relationship
between limitations and capacity. The subsequent subsec-
tion will detail and exemplify the validity operation that
has been defined.

4.1. Limits as Percentages of Capacity Utilization

Since the capacity of the platform on which the service
is deployed is not unlimited, the pricings should be de-
fined to be compatible and coherent with that capacity. As
an example, ensuring that the total capacity is sufficient
for the potential use of the service defined in a particu-
lar plan should be analysed. Furthermore, we proposed
(in Subsection the notion that any given limitation
corresponds to a Bounded set of Percentage of capacity
Utilization (BPU) values derived from the potential usage
scenarios a client could have for their consumption within
the API while meeting its limitation.

In this context, the correspondence between limitations
and BPU can be obtained by means of a normalization
procedure that transforms the unit of the limitation to
the capacity time unit, and then computing the minimum
and maximum possible PUs. This procedure comprises
just simple calculations, as is illustrated in the following
example:

Consider a limitation with a limit of 43 200 requests /
1 day and assume a total capacity of 50000 RPS. Since all
limitations should be expressed using the time unit of the
capacity (second), the limitation is 43 200 requests / 86 400
seconds. First, assume a uniform consumption, i.e., if in 1
day (86 400 seconds) there are 43 200 requests, there will be
43200/86 400 = 0.5 RPS. Given the value of the capacity,
50000 RPS, the minimum PU is 0.5/50000 = 0.00001 =
0.001%. Now assume a single burst consumption, i.e., if
a burst of 43200 requests can occur during any 1 second
window over 1 day. Given the value of the capacity, 50 000
RPS, the maximum PU is 43200/50 000 = 0.864 = 86.4%.
Therefore, the BPU of /3200 requests / 1 day subject to
a capacity of 50000 RPS is [0.001%-86.4%].

The calculation of the overall system capacity is a non-
trivial procedure. It requires great technical effort to make
a proper estimate. But, depending on the stage of de-
velopment, even this will not always be feasible. In the
present study, when the value of the system’s capacity is
unknown, we shall define a default capacity as the value
of the highest capacity needed for the case of a single con-
sumer with a maximum PU. This assumption is a clear
simplification that allows for a validation analysis with
the uncertainty over the real capacity; however, in real
scenarios, API providers are expected to have a much big-
ger capacity that supports multiple consumers of different
plans simultaneously. To calculate the default capacity
value, we shall assume a uniform consumption after nor-
malizing to the smallest time unit, and take the greatest
value. As an example, let us assume the following two
limitations: 1 RPS and 100 RPW (1 week, 604800 s). In
order to take the value of the highest capacity needed, we
must first determine what the strongest limitation is. For
this case, we normalize to the smallest unit, the second,
1 RPS =1 and 100 req/604 800 s = 0.000 165 RP.S, since
1 > 0.000 165 we have that the highest capacity needed is
1 RPS. Therefore, we will take I RPS as the value of the
capacity.

4.2. Pricing Validity

This section will detail a validity framework of the pric-
ing plans, independent of the number of API consumers.
It is important to note that analyses dependent on the
number of users (i.e., validity of the plans and the capac-
ity with a particular scenario of API consumers) are left
for future work. The primary objective here is to deter-
mine whether there are consistencies in the pricing plans
or not. For the sake of clarity, the examples provided in
this section are deliberately simplified. However, it should



be emphasized that, in real-world pricing scenarios, the
process of checking validity can become quite complex.

Specifically, we define the validity of a pricing as check-
ing whether it is valid depending on a set of validity criteria
that represent the absence of different types of conflict, for
example, two limits within a limitation that cannot be met
at the same time.

Consequently, the validity of a Pricing4APIs model is
defined as certain validity criteria being met in each part of
the model. In the model, a pricing has a set of plans, and
these plans consist of limitations, each with its own lim-
its. This hierarchy carries over to the validity operation.
Hence, for example, a pricing will be valid, notwithstand-
ing its satisfying other additional validity criteria, if all of
its plans are also valid.

For solving validity conflicts, a priority criterion is
required. For example, if two limits are defined with dif-
ferent values for a given metric and operation, which one
should prevail over the other? In order to satisfy these
requirements we assume henceforth the following default
priority criteria: i) limitations with smaller periods over
limitations with higher periods; ii) rates over quotas; iii)
metric number of requests over any other metric. Never-
theless, these criteria can be re-defined in other scenarios
(e.g., metric requests may be less important than the band-
width in a certain business context).

We shall present the validity criteria in a hierarchy,
starting from the fine-grained (VCI - limits, VC2 - limi-
tation) to the coarse-grained (VC3 - plan, VC4 - pricing)
validity criteria. Each validity criterion comprises multi-
ple validity subcriteria. Figure [5| gives an overview of this
hierarchy of validity criteria. The details of each validity
criterion are as follows:

VC1 - Valid limit A [imit is valid if its threshold is a
natural number (VCI1.1).

VC2 - Valid limitation A limitation is valid if: all its
limits are valid (VC2.1); there are no limit consis-
tency conflicts between any pair of its limits, i.e.,
there is no situation exceeding a limit with less pri-
ority while it is allowed by another limit with higher
priority (VC2.2); there are no ambiguity conflicts be-
tween any pair of its limits, i.e., two limits using the
same period with different values (VC2.3) and there
is no capacity conflict, i.e., the limitation does not
surpass the associated capacity (VC2.4).

VC3 - Valid plan A plan is valid if: all its limitations
are valid (VC3.1) and there are no limitation con-
sistency conflicts between any pair of its limitations,
i.e., two limitations on two related metrics (by a cer-
tain factor) cannot be met at the same time (VC3.2).
If they happen to exist, the priority criteria will be
used for determining which limit has to be priori-
tized.

VC4 - Valid pricing A pricing is valid if: all its plans
are valid (VC4.1) and there are no cost consistency

conflicts between any pair of its plans, i.e., a limita-
tion in one plan is less restrictive than the equivalent
in another plan but the former plan is cheaper than
the latter (VC4.2).

In order to understand these validity criteria, on the
following subsubsections we will present examples of exis-
tence and absence of conflicts of each type.

4.2.1. Limit Consistency Conflict (VC2.2)

1 Capacity: 1000000 RPS

2 Limitations:

3 Quota: 100 requests / 1 day

4 Quota: 1000 requests / 1 week (VALID)

Listing 5: Validity criterion VC2.2 (no limit consistency conflict)

An example of a situation where there is no limit
consistency conflict can be observed in Listing An
inconsistency occurs when there is a possible situation ex-
ceeding a limit with less priority while it is allowed by
another limit with higher priority, according to the prior-
ity criteria herein before mentioned. An example, using
the size of the periods as the priority criterion, a conflict
shall happen if the maximum PU of the limit with the
longest period is less than the maximum PU of the limit
with the shortest period.

The limit having the longest period is 1000 requests /' 1
week whose maximum PU is 1000/1 000000 = 0.10%. The
limit with the shortest period, 100 requests / 1 day, has
a maximum PU of 100/1000000 = 0.01%. Since 0.10% &£
0.01%, there is no conflict between these limits.

1 Capacity: 1000000 RPS

2 Limitations:

3 Quota: 100 requests / 1 day

4 Quota: 10 requests / 1 week (INVALID)

Listing 6: Validity criterion VC2.2 (limit consistency conflict)

On the other hand, in Listing[6] there is a limit con-
sistency conflict. The limit with the longest period is 10
requests / 1 week whose maximum PU is 10/1000000 =
0.001%. The limit with the shortest period, 100 requests
/ 1 day, has a maximum PU of 100/1000000 = 0.01%.
Since 0.001% < 0.01%, there is a limit consistency conflict
between these limits.

(VALID) }

Listing 7: Validity criterion VC2.3 (no ambiguity conflict)

4.2.2. Ambiguity Conflict (VC2.3)

1 Limitation:
2 Limit: 1 request / 1 second

3 Limit: 100 requests / 1 day

An example where there is no ambiguity conflict is
presented in Listing [7] because the limits of the limitation
use different periods, i.e., I second and 1 day.

(INVALID) }

1 Limitation:
2 Limit: 1 requests / 1 second
Listing 8: Validity criterion VC2.3 (ambiguity conflict)

3 Limit: 100 requests / 1 second




VC 2 (limitation) VC 3 (plan) VC 4 (pricing)
VC 1 (limit) = VC 2.1 = VC 3.1 ) VC 4.1
VC 1.1
natural number VC 2.2 VC 3.2 VC 4.2
no limit consistency conflict no limitation consistency conflict no cost consistency conflict

VC 2.3

no ambiguity conflict

VC 2.4

no limitation capacity conflict

Figure 5: Validity criteria hierarchy.

Conversely, in Listing [§] there is a consistency con-
flict because the limits of the limitation use the same pe-
riod, i.e., 1 second.

(VALID) }

Listing 9: Validity criterion VC2.4 (no capacity conflict)

4.2.8. Capacity Conflict (VC2.4)

1+ Capacity: 100 requests / 1 second (100 RPS)
2 Limitations:

3 Quota: 50 requests / 1 day

A possible situation where there is no capacity con-
flict is shown in Listing [0] First, we normalize using the
unit of the capacity (i.e., seconds). Thus, there are 50
requests / 86 400s (1 day). Next, to calculate the BPU,
we need both (i) the minimum PU (uniform distribu-
tion) and (ii) the mazimum PU (burst distribution). For
(i), if in 86400 seconds there are 5 requests, in 1 second
there will be 50/86400 = 0.00057 requests. The mini-
mum PU is 0.00057/100 = 0.0057%. For (ii), in 1 second
there will be a burst of 50 requests. The maximum PU is
50/100 = 50%. Therefore, the BPU is [0.0057%,50%].

Since BPU is always less than 100%, there is no capac-

ity conflict.
(INVALID) }

Listing 10: Validity criterion VC2.4 (capacity conflict)

1 Capacity: 100 requests / 1 second (100 RPS)
2 Limitations:

3 Quota: 200 requests / 1 day

On the contrary, in Listing [I0] there is a capacity
conflict. First, we normalize using the unit of the capac-
ity (i.e., seconds). Thus, there are 200 requests / 86 400s
(1 day). Next, to calculate the BPU, we need both (i)
the ménimum PU (uniform distribution) and (ii) the maaz-
imum PU (burst distribution):

o For (i), if in 86400 seconds there are 5 requests, in
1 second there will be 200/86 400 = 0.0023 requests.
The minimum PU is 0.0023/100 = 0.0000 23%.

o For (ii), in 1 second there will be a burst of 200
requests. The mazimum PU is 200/100 = 200%.
Therefore, the BPU is [0.0000 23%,200%.

Since BPU is greater than 100%, there is a capacity conflict
because of the mazimum PU.

1 Capacity: 100 requests / 1 second (100 RPS)
2 Limitations:

3 Quota: 200 requests / 1 day

4

Rate: 99 requests / 1 second (VALID)

Listing 11: Validity criterion VC2.4 (no capacity conflict)

Additionally, Listing[TT] presents another example where
there is no capacity conflict. First, we normalize using
the unit of the capacity (i.e., seconds). Thus, there are 200
requests / 86 400s (1 day) and 99 requests / 1s Next, we
calculate the BPU in each limitation as in other examples.
The first limitation’s BPU is [0.0000 23%,200%)]. Next, to
calculate the BPU, we need both (i) the minimum PU
(uniform distribution) and (ii) the mazimum PU (burst
distribution). For (i), the minimum PU is 99/100 = 99%.
For (ii), in 1 second there will be a burst of 99 requests.
The mazimum PU is 99/100 = 99%. Therefore, the BPU
is [99%,99%).

Now, we aggregate both BPUs: first, we get the maxi-
mum value of the minimum PU: maxz(0.0000 23%, 99%)=99%.
Next, we obtain the minimum value of the maximum PU:
min(200%,99%)=99%.

Therefore, as a result, we got [99%,99%]. Given that
it does not surpass the capacity, we state that there is no
capacity conflict.

4.2.4. Limitation Consistency Conflict (VC3.2)

1 Limitation:

2 Limit: 1000 KB / 1 month

3 Limitation:

4 Limit: 1000 requests / 1 month

5 Relationship

6 1 request = 0.5 KB (VALID)

Listing 12: Validity criterion VC3.2 (no limitation consistency
conflict by a related metric)

On the one hand, in Listing[I2]there is no limitation
consistency conflict by a related metric because, if
each request consumes 0.5 KB, in 1000 KB one would have
at most 1000/0.5 = 2000 requests. Given that 1000 <



2000, the value of the limit on requests would not lead to
any conflict.

1 (Relationship: 0.5 KB)
Limitation:

Limit: 1000 KB / 1 month
Limitation:

Limit: 5000 requests / 1 month

1 request
2
3
4
5

(INVALID)

Listing 13: Validity criterion VC3.2 (limitation consistency conflict
by a related metric)

On the other hand, in Listing[I3|there is a limitation
consistency conflict by a related metric because, if
each request consumes 0.5 KB, in 1000 KB one would have
at most 1000/0.5 = 2000 requests. Since 5000 > 2000, one
could never reach 5000 requests, and there is therefore a
conflict deriving from the relationship between metrics.

4.2.5. Cost Consistency Conflict (VC4.2)

(. R
1 Plan 1:

2 Limitation:

3 Limit: 10 requests / 1 second

4 Limitation:

5 Limit: 100 requests / 1 day

6 Cost: $10 / 1 month

.

8 Plan 2:

9 Limitation:

10 Limit: 100 requests / 1 second

11 Limitation:

12 Limit: 1000 requests / 1 day

13 Cost: $100 / 1 month (VALID)
- J

Listing 14: Validity criterion VC4.2 (no cost consistency conflict)

An example where there is no cost consistency
conflict can be observed in Listing because any limi-
tation in one of the plans is less restrictive than the equiv-
alent in the other plan, but this other plan is also cheaper.
In this example, plan 1 has stricter limitations and a lower
cost than plan 2. The increase from 10 to 100 per-second
requests, and from 100 to 1000 daily requests is also rep-
resented in the cost — from $10 to $100.

( R
1 Plan 1:

2 Limitation:

3 Limit: 10 requests / 1 second

4 Limitation:

5 Limit: 100 requests / 1 day

6 Cost: $10 / 1 month

.

8 Plan 2:

9 Limitation:

10 Limit: 1 requests / 1 second

11 Limitation:

12 Limit: 1000 requests / 1 day

13 Cost: $1 / 1 month (INVALID)
- J

Listing 15: Validity criterion VC4.2 (cost consistency conflict)

On the contrary, in Listing |15 there is a cost con-
sistency conflict in the two plans’ limitations and cost.
While the decrease in per-second requests from 10 to 1 is
indeed represented in the costs going from $10 down to $1,
the increase from 100 to 1000 daily requests is in the con-
trary direction to the decrease in costs. There is therefore
a cost inconsistency.
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5. Evaluation

In this section, we describe how we evaluated our pro-
posal to determine, on the one hand, the expressiveness
of our model and whether this is enough for it to express
a wide variety of real-world API pricings and to identify
which characteristics of the real-world pricings are unable
to be expressed; on the other hand, the automation poten-
tial of the validity analysis presented. Specifically, we aim
to answer the following two research questions (RQs):

« RQ1 - Expressiveness. Is the modeling language
expressive enough to model real-world API pricings?
We validated our language based on the analysis of
two datasets containing a total of 268 selected APIs,
with multiple pricings.

RQ2 - Automation. Is it possible to automate the
validation of API pricings? Pricings should be valid
and be devoid of inconsistencies between in their def-
inition. We developed a tool to automate the anal-
ysis of API plans and solve the validity operation in

@

5.1. RQI - Expressiveness
5.1.1. Analysing API Limitations and Pricing

For this analysis, we considered three different sources:
(i) our work in Gamez-Diaz et al. [3] in which we analysed
a set of 69 APIs from two of the largest API directories;
(ii) the work of Neumann et al. [I0] in which the authors
analysed a set of 500 APIs from the top most popular
4000 websites in the Alexa ranking [I1]; (iii) the 27 most
popular APIs from RapidAP]ﬂ

We adapted and applied the process described in con-
tribution [3] (i), screening the API repositories and ap-
plying the inclusion criterion described by the authors
(which includes more than 5000 APIs with a last update
in 2020). The result was the selection of one source: Pro-
grammableWeb. We extracted the most popular API cat-
egories (97th percentile, i.e., 14 categories selected, with
more than 16500 APIs). We filtered this dataset by re-
moving duplicates (only one API per company was chosen
at random). As a result, we had 2966 potential APIs to
study. Out of them, 30 APIs were selected.

In contribution [I0] (ii), the authors analyzed a set of
attributes of 500 APIs by focusing on their general features
such as their fit to REST best practices and design deci-
sions rather than on their specific pricing aspects. Never-
theless, this dataset is interesting as a starting point for
our analysis since it includes a variety of APIs and provides
a comprehensive analysis of certain attributes. From this
dataset, we filtered out any rows which were not REST-
ful APIs, leaving a subset of 499 unique APIs. First, we

4https://rapidapi.com/collection/popular-apis. Accessed
on January 2023. Note that this list is regularly updated, and some
APIs may be added, deprecated or removed. Some of the APIs in-
cluded in our analysis are no longer available.


https://rapidapi.com/collection/popular-apis

selected those APIs with a Payment Plan, as specified in
a column in the dataset, obtaining 55 APIs, which repre-
sents the 11.02% of the total 499 APIs. We noted some
errata in the classification of some APIs that we are very
familiar with (e.g., GitHub was wrongly classified in the
"not having plans" section). The reason behind these er-
rors might be that the APIs were analysed some time ago,
when they did not have plans at the time; alternatively,
some APIs might have their pricing plans hidden within
their documentation (e.g., we found that Yelp has an im-
plicit VIP plan). This led us to analyze the rest of the
dataset (444) manually to check whether the APT still ex-
isted and whether it had API limitations. This analysis
resulted in 162 APIs to be included (67 with pricing plans
and 95 without but with API limitations, which represent
15.09% and 21.4% respectively of these 444 APIs originally
classified as "not having plans"). Adding these to the first
set of 55 APIs, led to 217 APIs to be analyzed.

The list of most popular APIs from RapidAPIT (iii) in-
cludes 27 different RESTful APIs. RapidAPI acts as a
gateway to these APIs and provides simple pricing options.
Some of these pricings differ from the pricings offered by
the API providers in their official websites, which are of-
ten more complex. After a manual analysis of all of them,
we found that 22 APIs had pricing plans and limitations,
while 5 had no plans or limitations.

Combining the 30 APIs extracted according to [3], the
217 from the dataset in [I0] and the 22 from RapidAPI
and removing duplicates left a dataset of 268 APIs — the
Pricing{APIs dataset. Table[I] presents the overall picture
of the analysis that was carried out. Out of more than
17027 APIs, we manually modeled 54 of them, having a
90% confidence level and an 11% margin of error [12]. The
full Pricing4APIs dataset, including details about their at-
tributes, is available at [13] as part of Dataset DO1.

Table 1: Main numbers of our Pricing4d APIs dataset.

APIs from Gamez-Diaz (N=2966) 30

APIs from Neumann (N=217) 217

APIs from RapidAPT (N=27) 22

Total APIs after removing dups. 268

APIs having pricing 176 out of 268
Manually modeled APIs (N=266) 54

We analyzed 268 APIs in regard to two main types of
attributes: [limitations and pricing. Both types include
a wide range of other attributes, some supported by our
model but others not. For example, our model does sup-
port overage costs (e.g., $0.1 per exceeded request), but
it does not support complex metrics based upon HTTP
protocol-related aspects (i.e., headers, parameters, etc.).

Although the Pricing4 APIs dataset comprises 268 APIs,
only 176 of them, the 65.7%, present a pricing or a plan.
Consequently, the analysis of pricing is limited to this re-
duced dataset. Table [2] presents some results of the anal-
ysis.
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Table 2: Results of the analysis in real-world APIs.

N=268 | N=176
Has limitations 95.9% | 94.9%
Has quotas 59.7% | 72.2%
Has rates 78.7% | 69.9%
Has quotas and rates 42.5% | 46.6%
Simple cost (e.g., monthly price) 60.8% | 92.6%
Has a pay-as-you-go cost model  9.3% 14.2%
Includes overage cost 11.9% | 18.2%

Limitations analysis: Most APIs (95.9%) have limita-
tions in terms of quotas (59.7%) or rates (78.7%).
Almost half use a combination of the two (42.5%).
These limitations are usually rather simple (such as
monthly requests for quotas and secondly requests
for rates). However, a minority tend to have a higher
level of expressiveness. For example, they use the
information from the HTTP request — from query
parameters (2.2%) to other low-level aspects of the
HTTP message such as headers, body, etc. (9.3%).
A marginal number of APIs allow consumers to ex-
ceed the limitation value once or many times per
month (1.1%).

Pricing analysis: the vast majority of the APIs (92.6%)
include a simple (e.g., monthly) cost. Nonetheless,
they may have operation costs (14.2%) or include
overage costs (18.2%). Finally, a minority have pur-
chasable add-ons or extras (5.7%) or their pricing is
calculated based on the number of users (10.2%).

ProgrammableWeb
(>16500)

Neumann dataset
(500)

RESTful APIs
(499)

Without duplicates

RapidAPI Popular
7 (2966)

“

With pricing plans
and limitations
(55)

Without pricing
plans
(444)

With limitations but
no pricings
(95)

Modeled APIs
(54)

Figure 6: Diagram of the database filtering process, starting from the
Gamez-Diaz and Neumann datasets and the Rapid API most popular
list.

With pricing plans
and limitations
(67)

With pricing plans
and limitations
(22)

Manually selected
APIs
(30)

With pricing plans
and limitations
(176)

dataset

Pricing4APIs
(268)

Given the 54 modeled APIs, we analyzed the different
metrics included in the documentation of each of them. We
found a total of 145 metrics, although different providers
may name a same metric with different names (e.g. re-
quests and transactions). 61.38% of these metrics are



domain independent (such as requests, storage or users),
while 38,62% are dependent (such as emails, documents
or invoices). We grouped the 145 metrics in different cate-
gories based on their similarity, resulting in 14 categories.
The most populated one is requests, including 58 metrics.
The second one is AI (Artificial Intelligence), with 19 met-
rics, as some of the analyzed APIs are related to artificial
intelligence and include a considerable amount of metrics.
Many categories only include a few metrics because they
are difficult to group together. This analysis is available
at [I3] as part of Dataset D02.

5.1.2. Modeling API Pricings

In this work, we seek to perform automated operations
through analyzers that solve the validity operation regard-
ing pricings, as were discussed in Section [@] Nevertheless,
before using any analyzer or tool, these pricings have to
be modeled. This subsection describes a validation of our
Pricing4APIs model by modeling a number of real-world
APIs, first describing the modeling process and then the
issues that arise during this process. This process included
the construction of a curated list of 54 API pricings with
the model in subsection [3:2] which represents the variabil-
ity found in the industry.

As noted above, we analyzed different attributes of the
Pricing4 APIs dataset of 268 APIs. The next step would be
to write the SLA40OAT specification of every API so that it
can be passed to the automated analyzer. However, since
this is a time-consuming task, we decided to follow a hy-
brid sampling approach, using purposive and probabilistic
sampling [I4], to obtain a subset of APIs. With the for-
mer, we wanted to ensure that our model covers the most
representative elements of API pricings, so we modeled all
22 APIs from RapidAPI’s most popular list. With the lat-
ter, we aimed to reduce the threats of purposive sampling
by modeling 32 additional pricings. According to [14], pur-
posive sampling is the most common approach in software
engineering research, used in 76% of studies. The resulting
subset includes 54 APIs.

Note that the process of modeling a single API pric-
ing consists of (i) reading and understanding the entire
APT documentation, (ii) extracting the API endpoints and
methods (skipped if OAS documentation is available), (iii)
reading and understanding every limitation in every plan
of the API pricing, and (iv) specifying the metrics and
API limitations in accordance with our proposed model
for each API path and method. The process of modeling
the APT itself is tedious, which is why APIs having a pub-
lic OAS documentation greatly facilitate the subsequent
modeling task. With the introduction of globbing, step
(ii) is simplified when the same limitation applies to mul-
tiple endpoints, and even completely unnecessary when
the limitation applies to all endpoints. The 22 APIs from
RapidAPI were modeled using globbing, which resulted in
much simpler files.

In the following sections, we determine the issues found
during this OAS modeling process.
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In the process of modeling the pricings of this subset of
54 APIs, we encountered several issues. We have classified
them into two categories: modeling issues and open issues,
depending on whether they are issues that can be partially
modeled with SLA40OAT or issues that need changes that
will be taken into consideration when establishing future
work.

Modeling issues:

MI-01 In pay-as-you-go plans, users are only charged
with the requests that they actually consume (e.g., Face-
PlusPlus). This situation was modeled as a quota, with
no maz field (or maz: unlimited) with its corresponding
OverageCost. As an alternative, we could also have mod-
eled this as an OperationCost.

MI-02 In some APIs (e.g., FacePlusPlus), the operation
cost depends on the HTTP status code that is returned
to the consumer. Hence, the same request to the same
endpoint might well be billed differently with regard to the
status code (e.g., $0.01 if 200 OKs and $0.005 if 400 Bad
Requests). We modeled this situation as a new metric for
each status code. For example, in FacePlusPlus, the QPS
metric has been split into QPS OK, QPS _timeout and
QPS _invalidParam.

MI-03 If a certain plan explicitly denies access to cer-
tain APT operations (e.g., Azure Search), those operations
are not included in the model.

MI-04 If the actual value for a quota or rate is un-
known (e.g., Accuweather), we omit this rate/quota. For
example, a number of APIs explicitly mention that they
apply some rate-limiting value, but they do not mention
what the actual value is.

MI-05 Some metrics are dependent on some aspect of
the HTTP request (body, parameters, etc.) and do not
have any associated period (e.g., FacePlusPlus). In this
case, the period property is removed.

MI-06 There are also pricings with unknown cost (such
as educational plans, non-profit organizations, enterprise,
etc.). These are modeled with custom: true (e.g., Geo-
Ranker). Additionally, if a limitation has a custom value
to be negotiated with its provider, it is also modeled with
custom: true (e.g., Yelp).

MI-07 In plans whose billing depends on the number
of users (e.g., Boz) or on other variables affecting the cost
(number of organizations, consumers, accounts, etc.), we
considered the minimum number allowed. For example,
plan Business Starter of Boxz requires a minimum of 3
users, and it becomes more expensive if more users join
the plan. Therefore, for the sake of simplicity, we consider
the cost of Business Starter to be the cost for 3 users.

MI-08 Finally, in APIs whose documentation does not
specify whether the time window in which limits are cal-
culated is fixed or sliding, we assumed that limits with
longer periods (e.g. years or months) use fixed windows,
and limits with shorter periods (e.g. seconds or minutes)
use sliding windows. This decision is based on the research
in [3].

Open issues:



OI-01 Some HTTP query parameters are limited to
a certain range of allowed values instead of a maximum
value (e.g., Scopus). Despite the fact that we modeled
some parameters as a metric (e.g., number of results)7 pa-
rameters within a range were not modeled. In the Scopus
case, Scopus Search limits the number of results to 25 in
the non-subscriber plan, whereas this number rises to 200
in the subscriber plan. Nevertheless, it also limits the pa-
rameter view to STANDARD in the former case and allows
COMPLETE only in the latter.

OI-02 Another open issue arises when the overage cost
is also limited (e.g., Georanker). Some providers force one
to move to another plan if one surpasses a certain value of
the overage cost. This situation has not been modeled. For
example, the small plan includes 300 000 requests, with an
overage cost of 0.001$ per request. However, this overage
cost goes up to 750000 requests. Once this amount is
reached, one has to move to the medium plan.

5.2. RQ2 - Automation

The main operation regarding API limitations is Va-
lidity (cf. Section . This operation, in order to be use-
ful for practitioners, needs to be automated by means of
a specific tool. To this end, we have developed sla4oai-
analyzer E| , a publicly available command-line tool proto-
type [15]. Once installed, given a SLA40AI file, the com-
mand slajoai-analyzer -o <operation> -f <myFile.yaml>
will initiate the validity analysis for this file.

> sladoai-analyzer -o validity -f €.\yelp.yaml’
BEGIN CHECKING FILE: .\yelp.yaml
CHECKING SYNTAX...
SYNTAX ERRORS in yelp.yaml
SYNTAX ERROR: in path "#/":
Missing required property: metrics
END CHECKING FILE: .\yelp.yaml

Figure 7: Tool running a syntax check.

> sladoai-analyzer -o validity -f ¢.\inconsistent-ex.yaml”’
BEGIN CHECKING FILE: .\inconsistent-ex.yaml
CHECKING SYNTAX...
SYNTAX OK
CHECKING VALIDITY...
USING DEFAULT CAPACITY
LIMIT CONSISTENCY CONFLICT:

in Planl>/method1l>get>requests

('60 per 60/second' and 'l per 1/second')
VALIDITY ERROR
END CHECKING FILE:

.\inconsistent-ex.yaml

Figure 8: Tool running the validity operation with errors.

For example, for the validity operation, sla4oai-analyzer
first checks the syntax validity according to the JSON
Schema defined in the repository, and then checks each va-
lidity criterion in each part (pricing, plan, limitation, and
limit). Figure [§ depicts a consistency conflict detected by
this tool, caused by a modeling mistake.

Shttps://github.com/isa-group/sladoai-analyzer
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As illustrations of some outputs of the tool, Figure [7]
shows a pricing with syntaz errors and Figure [§ a consis-
tency conflict.

This tool is also available as an API [16]. Furthermore,
we provide a Postman documentatiorﬁ with 54 examples
of invocations of the validity operation using this APIL.
Figure [J] is a screenshot of an invocation and response of
the API analysing the validity of the Accuweather pricing.

Cookies

POST A https://sladoai-analyzer-api.services.governify.io/api/v1/analysisRequests

Params Auth Headers (8) Body e Pre-req. Tests Settings

raw v JSON v Beautify

2 "analysisId": "analysisId",

3 "pricingURL": "https://raw.githubusercontent.com/isa-group/
2023-paper-pricing-modeling- framework-for-apis-dataset/main/models/
accuweather/accuweather-sladoai.yaml”,

4 "operation": "validity"

Body v @ 200 0K 566ms 165.27 KB

Pretty Raw Preview Visualize JSON v =
i
"valid": true,
“explaining": [
CHECKING PRICING VALIDITY...",
USING DEFAULT CAPACITY '{\"requests\":{\"max\":\"Infinity\",\"period\":
i\"amount\":1,\"unit\":\"second\"}}3'",

6 < CHECKING PLAN VALIDITY (LimitedTrial)...",

aswN e

Figure 9: Simple UI for the sla4oai-analyzer API.

5.8. Threats to validity

We need to analyse the various validity threats that
may have influenced our work, and the ways in which we
tried to mitigate them.

5.83.1. Internal validity

These threats refer to the factors that introduce bias
in our work and affect its utility. In our case, the main
threat is the subjective and manual review process of the
documentation of 32 different APIs. As a result, some lim-
itations might have been overlooked and omitted in our
models. To mitigate this threat, we checked each API
multiple times and made the appropriate changes when
necessary, recording each change, taking screenshots of
their websites and saving their URLs. Moreover, some
APIs updated their documentation over the span of time
of writing this paper, so we updated their corresponding
models. In some cases, pricing plans were removed from
the API website, so we used the Wayback Machine tool
(https://archive.org/web/) to retrieve older versions of
these pages.

5.3.2. External validity

This refers to the extent to which we can generalise
from the results of our work. One threat is representa-
tivity. The APIs were extracted from three sources — 217

Shttps://documenter.getpostman.com/view/683324/TVKEYHvS


https://github.com/isa-group/sla4oai-analyzer
https://archive.org/web/
https://documenter.getpostman.com/view/683324/TVKEYHv8

valid APIs from the Neumann dataset, 2966 APIs repli-
cating the extraction in Gamez-Diaz and 27 APIs from
the RapidAPI most popular list. Since this is too large a
number to be analysed manually, we opted to select a rep-
resentative sample containing 54 APIs. This means that
our model may not generalise to the rest of the APIs in the
dataset. To mitigate this threat, we selected APIs from a
wide range of domains, and some of them are popular and
extensively consumed by a large number of users.
Another threat is that whereas our model supports
the majority of the attributes analysed, it does not sup-
port some of them. With that in consideration, we con-
cluded that we are able to model 85.3% (N=266) of the
APIs regarding limitation attributes and 90.8% (N=174)
regarding pricing attributes, meaning that we are confi-
dent enough on the ability to generalise our model. Those
APIs that can be modeled regarding both limitation and

In the academia, SLA has been used with multiple mean-
ings. In the literature, there are proposals that deal with
SLAs in the context of web services [I7], while others deal
with services in general [I8] [19]. Some proposals showcase
the importance of having proper documentation [20]. Fur-
thermore, there are open proposals under the term agree-
ment, such as WS-Agreement [21] or L-USDL [22]. In any
case, to the best of our knowledge, either SLA or agree-
ment have been used to describe and model non-functional
aspects of services (functional aspects such as operations
or data types were not included in these proposals). In
the following paragraphs we analyze the ability of those
existing models to describe the information of a pricing
(we will refer to them as SLA models for the sake of sim-
plicity). Specifically, in Table [3] we consider 6 aspects
to analyze in each proposal based on various functional
aspects of RESTful APIs such as multiple operations or

pricing attributes comprise 78.2% of the overall Pricingd APIs hierarchical relationships.

dataset.

Finally, our proposal has not yet been validated with
other API consumers and providers. This means that
SLA40AI might not be as usable or useful as we intended.
To mitigate this, we provide a JSON schema [9] to help un-
derstand the specification. Additionally, we proposed the
addition of SLA40ALI as an official OpenAPI Specification
extension.

6. Related Work

In recent years, the information of real-world APIs has
been analyzed from different perspectives. In [10], the au-
thors analyzed more than 500 publicly available APIs to
identify the different trends in the current industrial land-
scape. In [3], we analyzed a set of 69 real APIs in the in-
dustry to characterize the variability of their offers, draw-
ing a number of invaluable conclusions about real-world
APIs such as: (i) most APIs provide different capabilities
depending on the tier or plan that the API consumer is
willing to pay for; (ii) usage limitations are a common as-
pect that all APIs describe in their offers; (iii) limitations
on API requests are the commonest, including quotas over
static time periods (e.g., 1000 requests each natural day)
and rates for dynamic time periods (e.g., 3 requests per
second); (iv) offers can include a broad number of met-
rics over other aspects of the API that may be domain-
independent (such as the number of results returned or the
size of the request in bytes) or domain-dependent (such as
the CPU/RAM consumption during the request processing
or the number of different resource types). Based on these
conclusions, we identified the need for non-functional sup-
port in the API development life-cycle and the high level
of expressiveness present in the API offers.

In this sense, the information of non-functional aspects
has been studied in both industry and academia. In the
industry, the term SLA is usually related to elements such
as availability or response time, commonly associated with
guarantees that may include compensations and penalties.
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Table 3: Analysis of SLA models.

Name F1 F2 F3 F4 F5 F6
ysla [23] YAML v v v
SLAC [I§] DSL

CSLA [19] XML v

L-USDL [22] RDF v v T
rSLA [24] Ruby v v oV
SLAng [25] XML v

WSLA [17] XML v v v
SLA* [26] XML v v v
WS-Ag. [2I] XML v o v o v ot
PricingdAPI YAML VvV v v Y v

1 Supported with minor enhancements or modifications.
Comparative aspects:
F1 The serialization format in which the document can be written.
F2 Its target domain is web services.
F3 It can model more than one operation.
F4 It has a hierarchical models or overriding properties and
metrics.
F5 It can model temporal concerns.
F6 It defines specific semantics for elements of REST API pricings.

Based on the comparison of the different SLA models,
we would draw the following conclusions. (i) None of the
specifications provides any support for or alignment with
the OpenAPI Specification. (ii) Most of the approaches
provide a specific syntax for RDF /XML (F1) (some, how-
ever, lack such a syntax), but there is no explicit support
for YAML or JSON serializations, which are preferable in
order to align with the OpenAPI Specification and also
because these formats are processed and parsed faster us-
ing modern technological stacks [27]. (iii) While many
proposals are complete, others leave some parts open for
practitioners to implement. (iv) A number of proposals
aim to model Web services (F2) but are focused on tradi-
tional SOAP Web services rather than RESTful APIs, so
that they do not address the modeling standardization of
the RESTful approach in which the concept of a resource



is clearly unified (a URL), and the amount of operations
is limited (to HTTP methods such as GET, POST, PUT
and DELETE). This lack of support for RESTful model-
ing and its semantics prevents the approach from having
a concise and compact binding between its functional and
non-functional aspects. (v) They have insufficient expres-
siveness to model such limitations as quotas and rates for
each resource and method, and with full management of
the temporality (static or sliding time windows and period-
icity) present in the typical industrial API pricings (F6).
(vi) Some are designed to model a single operations (F3),
and usually lack support for hierarchical modeling or over-
riding properties and metrics (F4). In such a context, they
cannot model a set of tiers or plans that yield a complex
offer which maintains coherence. Instead, they rely on a
manual process to maintain the coherence between a set
of models, opening the door to inconsistencies.

Existing notions of walidity in agreements and SLAs
do not take into account the conflicts that appear due to
inconsistencies with rates, quotas or prices. Our proposal
completes and complements the notion from existing work
on WS-Agreement [21] and its extensions, focusing on the
validation and compliance of the specific features of API
pricings that were not discussed before.

There has also been a proposal of a model-driven ap-
proach to defining API service licenses and an API SLA
analyzer system which utilizes the proposed license model
to uncover SLA violations in real-time [28]. Other work
has sought to determine whether one can know how to
price SaaS by summarizing existing knowledge from differ-
ent research areas and SaaS pricing practice [29], and [30]
presents a three-level productization model for different
phases of SaaS businesses.

To the best of our knowledge, while there does exist
previous work on analyzing pricings in general, there has
been no work focused on relating API pricings and limita-
tions (i.e., quotas, rates).

We have some previous studies in this field, but they
have significant differences with this paper. In [31], we
presented a proof of concept implementation of a tool to
highlight the importance of the automated analysis of in-
duced limitations in limitation-aware microservices archi-
tectures, but there was no standard model for the pricings;
nonetheless, this serves as a motivational use case. In [32],
we introduced an ecosystem of tools to support SLAs in
APIs named Gowvernify for APIs, focusing on the develop-
ment of limitation-aware API clients; however, there were
no details about the definition of API pricings. In [7],
we conducted a survey to ascertain the importance of the
role of SLAs in the development lifecycle of SLA-driven
APIs in an industrial context; this serves as a motivation
for this paper, but no further details about how to model
the pricings were given at the time. In [8], we presented
the syntax of an initial proposal of SLA40AI, with a small
modeling sample; this proposal was limited and lacked sev-
eral elements that are now introduced in this paper (such
as overage costs and globbing) that are key features in
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order to model real-world pricings.

7. Future Work

There are various open issues and known limitations
that we would like to tackle in the future. In [33], the au-
thors distinguish five types of incoming workloads: static,
periodic, once-in-a-lifetime, unpredictable, and continuously
changing. If we introduce the concept of temporality in
the pricing, i.e., to consider that certain plans have a de-
termined temporal validity (e.g., day/night plan), the op-
erations have to be adapted to consider this temporality.
Joining temporality with workload models, one could au-
tomate the management of this type of advanced scenar-
ios which require infrastructures that are dynamic (e.g.,
instances that start or stop and have a variable cost).

Furthermore, alert systems can be defined which notify
users when certain percentages of consumption of the lim-
itations are reached, so that they can take this situation
into account and adjust their consumption accordingly.

With respect to the tool, as it is just a proof of con-
cept, it lacks various features. (i) It is a command-line
tool and an API, and is not really useful for end-users.
(ii) The implementation of cost conflicts is too naive as it
only supports simple cost values (but neither overages nor
operation costs).

In our model, we identified two open issues that should
be addressed: (i) extend the model to incorporate param-
eters that are limited to a certain range of allowed values
instead of a maximum value; (ii) expand the overage con-
cept to establish a limit on the overage itself.

8. Conclusions

In this paper, we have proposed the Pricing4APIs model
that structure the nature of pricing plans and limitations
present in RESTful API. To design this model, we have
analyzed both the limitations and the pricing plans of a
set of 268 real-world APIs using three different datasets.
We then presented a curated list of 54 API pricings with
a formal validated model that represents the variability
found in the industry. The Pricingd APIs dataset used in
the analysis is publicly available as it could be a useful
resource for both academics and practitioners.

Concerning SLA40AI (the proposed serialization of the
Pricing4 APIs model), it is important to note that, while
it was designed to be aligned with the OpenAPI Spec-
ification, it could be adapted with minimal changes to
other API descriptions (such as RAML, API Blueprint,
I/0O Docs, WSDL, or WADL). However, given the vibrant
community that embraces OpenAPI, we believe that the
proposed SLA40OAI can pave the way to creating an open
ecosystem of tools to automate the development process
that takes into account the cost and limitation informa-
tion: from frameworks to predict or test the estimated
capacity of APIs, to tools that automate the configuration



of API gateways/proxies or throttling. In this context, as
a first step in this direction, in this paper we have also
presented a validation tool that automates the analysis of
pricings and spot for inconsistencies or conflicts.
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